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     With the full-scale Russian invasion of Ukraine, hybrid and conventional
security threats to the Baltic Sea region and Eastern Europe became ever more
imminent. People and states in the region are exposed to daily
disinformation/propaganda and cyber-attacks from Russia, which is part of its
campaign to seed ethnic divisions and tensions, undermine trust in democratic
institutions and break social and political support for Ukraine. Lithuania, Latvia,
and Estonia face the threat of conventional warfare as Russia attempts to
claim its former imperial territory. The case of Ukraine shows that societal
resilience and resistance can be crucial for ensuring national defence in an
asymmetric war, in addition to savvy military operations. 
       This report covers the main discussion topics of the conference “How to be
prepared? Governance for societal resilience in the Baltic Sea Region and
Eastern Europe”, which took place on 12-13 October at Södertörn University
Center for Baltic and East European Studies. 
 The conference brought together scholars and practitioners interested in the
concept of societal resilience in relation to national security and the supportive
governance modes in the Baltic Sea region and Eastern Europe. Societal
resilience denotes the ability of communities and institutions to withstand
shocks and continue functioning under high-security threats and uncertainty.
Societal resilience is multidimensional, and different levels of resilience require
different approaches. 
       The report is structured in five sections according to the thematic streams
of the conference. Section 1, Local Agency, explores the role of local self-
government and domestic civil society in sustaining societal resilience and
defence against a direct invasion focusing on Ukraine. Section 2, Digital Tools
for Resilience, explores the vulnerabilities and advantages of digital
technologies for resisting cyber-attacks and supporting resistance during
conventional warfare, drawing on cases from Ukraine. Section 3, disinformation, 
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covers response strategies, solutions and challenges in multiple regional
cases. Section 4, ethnolinguistic diversity, addresses institutional arrangements
to harness the advantages and mitigate associated risks to societal resilience
in the broad selection of regional cases. Section 5 summarises participants’
conceptual discussion on understanding, capturing and measuring societal
resilience. 
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Local Agency1.
     In February 2022, Russia launched a full-scale invasion of Ukraine, which
presented new challenges for many local authorities. These challenges
included evacuating and accommodating residents from occupied and
frontline territories into rear areas, providing shelters for internally displaced
persons, setting up bomb shelters, coordinating and administering
humanitarian aid, rebuilding damaged social and housing infrastructure, and
more. In addition to responding to the consequences of military operations,
local authorities also had to ensure that regular administrative and
management processes were not interrupted during these extraordinary
circumstances. At a Local Agency session, participants discussed what helped
Ukrainian municipalities and domestic civil society effectively adapt to these
conditions of full-scale war.

Experience
     Most of the panellists emphasised the significance of previous management
experience in responding quickly to crises for the self-government of Ukrainian
municipalities. Before the decentralisation reform, local governments mostly
acted as executors of decisions at the central level. However, after the
expansion of powers due to the reform, local governments gained more
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competencies and resources for steering their own development and public
service provision. The panel highlighted the ability to generate revenue, and
more extended governance experience enables community preparedness,
and the experience of horizontal cooperation is a predictor of preparedness,
robustness, and adaptation. Previous experience in successful project
implementation also significantly influences the prospects of new
collaborations with foreign partners.
   Economic independence of municipalities was also mentioned as a
contributing factor to their ability to respond quickly to the crisis. Therefore,
municipalities with previous experience of independent financial management
at the time of the full-scale invasion were more capable of demonstrating
financial independence, budgetary freedom, political independence, and
experience with democratic processes and more resources. In addition to local
governance, the experience of humanitarian, dyal-use and logistical support
for the army since 2014 has helped Ukrainian volunteers to rapidly scale up
their efforts during the full-scale invasion, both in terms of the amount and
type of resources they can provide.

7

 Horizontal cooperation

Decentralization reform is a common denominator of three sets of parallel reforms of territorial governance in
Ukraine in 2014-2020: amalgamation of weak municipalities into larger administrative units (hromadas) for
efficiency of service provision, increase of executive authority of the new self-government bodies in the hromadas
(e.g. reduction of dependencies over district and regional authorities in designing public service provision) and
enhancing predictability of tax revenues by allocating fixed shared of national tax to local budgets directly.

2

2

     Municipalities' resilience largely depends on local government's ability to
efficiently engage other local actors and share experiences with them and
among themselves (horizontally). Local governments' collaboration capacities
are the key predictors of their preparedness, robustness, and adaptation. The
ability to involve local partners was also noted as crucial for the success of
reconstruction projects amid ongoing hostilities, and effective cooperation
between local governments and the private sector played a vital role in
achieving this. 
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      In the context of the Ukrainian volunteering movement, Ukraine is an
atypical case in the context of NATO. Unlike the previous experience of NATO
member states, Ukraine's volunteer movement is an example of bottom-up
civil resistance, working autonomously from the state to increase the army's
capacity. Also, the experience of logistical support by Ukrainian society to the
armed resistance challenges assumptions held in many NATO countries about
the protection of civilians during wartime. Ukraine’s experience shows that
against an able opponent with brutality as part of its way to wage war, keeping
military action and civilian life apart is utterly difficult, if not impossible. This is
an essential example of potentially revising typical approaches at the NATO
level. 

 Localisation
    One of the drivers of the success of the decentralisation reform is its
domestic origin in Ukraine. It was modelled on Western examples but not
imposed by the EU or IMF. Unlike many other reforms, this one was designed to
meet Ukraine's specific needs without the significant influence of foreign
actors. The reform empowered Ukrainian communities for local ownership of
internationally-led reconstruction projects, which ensured the flexibility and
effectiveness of collaboration between local authorities and foreign donors.
Participants emphasised that international partners foster local agency when
deciding to start direct cooperation with municipalities, even though
collaboration, which does not involve the Ukrainian central government, is still
unusual. 
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2. Digital tools of resilience

     The emergence of hybrid threats is a cause for concern as it exposes
citizens to risks and threats far beyond the front line. The fear of adversaries'
interference in public and private life persists even in the absence of active
hostilities. Since the beginning of the Russian war in Ukraine, cyberspace has
been a constant battleground. While digital tools have facilitated and
expedited numerous processes in private life, business, and governance, they
also present potential vulnerabilities in the face of direct and hybrid threats.
The Digital Tools of Resilience panel participants drew upon the Ukrainian
experience of a decade of hostilities to share valuable insights and lessons
learned.

 Bottom-up up and top-down
      The participants pointed out that most large-scale cyberspace activities
are carried out by the state or under its coordination. Primarily, this refers to the
protection of critical infrastructures and personal data of Ukrainian residents.
For instance, in January 2022, the State Security Service of Ukraine reportedly
prevented 121 cyberattacks on Ukrainian government e-systems. Additionally,
none of Ukraine's critical infrastructures faced significant disruptions in their
operations during the three years of full-scale war, which demonstrates the
state's capabilities in this domain.
       However, government agencies often lack flexibility, particularly in a rapidly
changing environment. They could benefit from civic initiatives in this aspect,
provided that efforts are effectively and systematically coordinated.
Nevertheless, experts note that the Ukrainian government and civil society
need help finding common ground in the context of digital challenges. 
     Local hacktivists are trying to fill the gap in attacking the enemy's critical
digital infrastructure in addition to defence. The Ukrainian authorities could
strengthen their capabilities by cooperating with grassroots activist
movements. Hacktivists' advantage is their decentralised nature, which means
they have lower risks of being detected by the enemy. The spread of
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smartphones among the population has greatly enhanced the possibilities of
grassroots activism, as they are used as an essential tool for prompt and high-
quality recording and dissemination of necessary information.
     However, the example of Ukraine highlights the particular vulnerability of
local governments regarding cybersecurity. Local municipalities often need
more financial resources to protect the personal data of residents. They usually
cannot afford cybersecurity specialists when they are expensive in the labour
market or when the necessary hardware and software are needed.
Experienced municipalities covered this vulnerability with the support of the
private sector and international donors, while less experienced local
governments require training and financial support from central authorities.
According to the speakers, developing horizontal partnerships between
municipalities, especially at the level of neighbouring hromadas
(“communities”), is a positive practice and a potential space for opportunities.

 3. Disinformation
      The spread of disinformation is a significant challenge in maintaining trust
during a crisis, both locally and nationally. It's crucial to have social cohesion
and the ability to form partnerships and coordinate efforts for the greater good
to overcome crises. Disinformation campaigns attempt to weaken these bonds
by influencing people's attitudes, judgments, and actions at all levels of society.
During the Disinformation panel, various strategies were discussed to minimise
the risks of targeted disinformation campaigns and maintain a stable
information environment, even in the face of existential threats.

Restrict, react, or prevent?
    Resilience to disinformation refers to the ability of a society to prevent
harmful information from reaching a significant portion of its citizens. If it does
spread, the natural order of things should not be disturbed. In academic and
public policy discussions, two key approaches are usually considered to
counter disinformation: paternalistic and adaptive. The paternalistic approach



How to Be Prepared? 
Governance for Societal Resilience 
in the Baltic Sea Region and Eastern Europe 
Södertörn University, 12-13 October 2023

11

focuses on restricting or banning the spread of harmful content, taking
reactive measures such as debunking and fact-checking, and concentrating
resources on combating the spread and amplification of such content. The
adaptive approach emphasises increasing media literacy in society, training
people to increase their immunity to information disorders, and implementing
long-term preventive measures. However, the most effective model to address
disinformation depends on the specific context, including demographic
factors, the media landscape, the share of populists in society, and many
others. Therefore, no approach can be considered universal for any given
society or circumstance.

     Several participants described resilience to disinformation as one of the
positive effects of experiencing a crisis. The experiences of Georgia and
Ukraine, two countries that have faced Russian military invasions, suggest that
exposure to chaotic and overheated information spaces can build immunity to
disinformation in the long run. The daily need to navigate contradictory
information under an existential threat can develop social stamina to
withstand informational attacks.
       However, disinformation campaigns tend to target vulnerable groups such
as minorities or internally displaced persons (IDPs) to trigger traumatic
experiences. The primary objective of such campaigns is to exacerbate the
irrational fears of security lost forever among people who have already
experienced war. As a countermeasure, the state should prioritise providing
accurate, timely, and comprehensive information that citizens can use to make
informed decisions.

Challenges as a source of strength

Solutions must be systemic regardless of the approach
    During the session, one of the key ideas that was highlighted was that
regardless of the approach chosen by state or local authorities - whether it be
paternalistic or adaptive - the efforts must be systematic to be successful.
Informational policies at any level inevitably aim to change citizens' behavior
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and attitudes. The outcome of a counter-disinformation strategy is values-
oriented, and these values cannot be addressed through short-term
interventions. In most societies, except totalitarian ones, the informational
space is multi-level and complex. Therefore, efforts to change people's
behaviour and increase the value and accessibility of reliable information must
be present at all levels of such a complex system.

      Panellists of this session also discussed different aspects of horizontal and
vertical coordination of efforts in enhancing resilience, demonstrating the
issue's complexity and context sensitivity. Discussions of the previous sessions
mainly highlighted the importance of cooperation between actors – from
regular citizens to different local and governmental institutions – on the
horizontal level to enhance societal resilience. Ukrainian experience of full-
scale invasion showed that besides local and state authorities and civil society
organisations, religious organisations may also be an important contributor to
social resilience on the community level. While social structures are
predominantly immature in Ukraine, local churches may substitute for other
social structures residents may trust and rely on without necessarily
participating in church congregation. 

Coordination efforts as a game-changer

4. Ethno-linguistic diversity
     Ethno-linguistic diversity represents a significant aspect of societal life in
many European states. Implementing well-designed policies can facilitate the
construction of just and inclusive societies that foster social cohesion. Notably,
this latter aspect is widely recognised as a crucial element of resilience in
diverse societies. The panellists presented their analyses of the relationship
between diversity and resilience, with particular attention to the interplay
between governmental and non-governmental actors and organisations in
facilitating societal resilience.
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      Horizontal cooperation played a vital part in coordinating the efforts of the
Ukrainian diaspora abroad. Systemic coordination and coalition-building of
different diasporic organizations in Germany ensured the sustainability of their
efforts and the formation of one voice. This empowered the Ukrainian
community in Germany to advocate for Ukraine's interests during the full-scale
war, establish regular communication with decision-makers, and enhance the
coalition’s skills and expertise in the field of advocacy.
      A common approach of the states and societies to the arrival of refugees
from Ukraine into the EU played an important role. The complementary roles of
vertical and horizontal cooperation in fostering resilience were considered
during the discussion. Vertical cooperation at the EU level has facilitated the
creation of appropriate political conditions, including, as an exception, the
renouncement of securitisation of the issue of migration. This has in turn
facilitated the horizontal response, which could complement the role of states.
It was acknowledged that the involvement of society at the individual and NGO
levels was of significant importance in enabling the reception of large numbers
of refugees. The example of Poland, which hosted approximately 4 million
refugees in April 2022, was presented as a case study. In this respect, adapting
to diversity proved to be an important aspect of creating societal resilience,
facilitated by the coordination of vertical and horizontal directions of
cooperation.

 Minority agency and societal stability
     During the discussion of minority inclusion as a requirement for societal
resilience, the focus was on the role of minority democratic agency and
minority institutions in fostering resilience. The importance of bonding and
bridging organisations was emphasized – for supporting minority life while
reinforcing interethnic understanding and solidarity. The significance of
educational institutions in enabling minority socio-economic mobility and
integration was also underscored. Additionally, the discussion addressed the
need to carefully assess security risks, particularly concerning minority
organisations affiliated with governments interested in instrumentalising
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external “kin” organisations to create division and undermine societal
resilience.

5. Conceptualization of resilience
      The 'Conceptualisation of resilience' panel delved into various approaches
and frameworks crucial for understanding and fostering resilience in the face
of complex challenges. Resilience, in its essence, encompasses the ability to
adapt, recover, and thrive amid adversity. But how do we define these goals as
achieved? Throughout the discussions, panellists explored diverse perspectives
on resilience, ranging from psychological and social dimensions to security
and defence approaches. The panel aimed to comprehensively understand
resilience and its applicability across various contexts by examining the
underlying concepts and theoretical underpinnings. 

 Trust is a key

     As mentioned in previous sessions, trust is a crucial foundation for resilience.
Building trust between citizens, businesses, and local and state authorities is
essential to establishing horizontal and vertical partnerships and coordination.
Social innovation can only be achieved through synergy, which requires trust
between different actors. Social trust is also a determinant of community
resilience perception. The Ukrainian experience shows that trust is vital to
fostering a self-organisation culture, which is critical for societal resilience.
    However, while trust is essential, it is also one of the least actionable
components. Policy intervention cannot quickly enhance trust. As discussed in
one of the studies, the most salient and easy-to-address predictors of
resilience, such as leadership and preparedness, have the slightest effect size
on community perception of resilience.

 Common goal – different perceptions

     During a panel discussion, various approaches to defining resilience were
discussed. The participants noted that different government agencies at the
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national and local levels often have different perceptions about what resilience
means in practice, even when they profess common values. This lack of
coordination in resource allocation and a lack of consistency in policies,
programs, and activities can result from differing perceptions. It was also noted
that resilience cannot be diminished to just economic growth and social
stability. 
      Thus, the concept of resilience also needs to be expanded. While addressing
apparent structural parameters, it is equally essential to address individual
vulnerabilities that arise as people respond to changed information and media
environments. Specific features of the information environment and their
detrimental effects in terms of information abundance, biased information
presentations causing factual belief polarisation, hidden features of
information source reliability, and actor-generated uncertainties become
critical factors in this respect. When combined in digital communications, all
these factors challenge an individual’s capacity for informed selection and
interpretation of information. 
      In the context of Ukraine, resilience was described using three metaphors:
adaptation, resistance, and self-renewal. Combining these metaphors creates
an ability to defend freedom and democracy, social cohesion, and self-
organisation.
      The discussion also delved into the defence perspective on resilience. Two
types of resilience were identified in security studies: resilience subordinated to
the needs of the state and resilience based on functionalistic societal security.
The former is more prevalent in states under the existential threat of possible or
ongoing hostilities. At the same time, the latter is focused on the capacities of
society to maintain the most important spheres of public life and service
uninterrupted and stable. From a military perspective, societal resilience can
be measured in citizens' readiness to die in resistance for their country's
statehood and agency.
   Finally, practitioners in the communicational field define resilience as
societies' ability to maintain their democratic structure and to resist and/or
oppose misleading information and anti-democratic influences.
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      During a panel discussion, the concept of multidimensional resilience was
emphasized. It is based on identifying complex, interconnected risks and
combining resistance with flexibility. Another approach suggested was to
measure societal resilience across three dimensions: the main referent (the
object that needs protection), the type of threat, and possible response
strategies (see Table 1 below). From a security perspective, it was suggested
that scenarios be assessed in which citizens might become a weapon in the
hands of an enemy. On an individual level, resilience can be measured by
assessing people's perception of their ability to take action.

 Conclusion

 Dimensions of resilience

       This conference report summarised the main lines of discussion around the
concept of and governance approach to societal resilience. Summarising the
collective brainstorms at this conference, societal resilience can be
conceptualised at three levels: society, national and transnational levels.
Moreover, there are several ways to understand the meaning of resilience.
Scholars and practitioners who participated in the discussion suggested that
we can approach resilience as an ecosystem, a process, (a set of) tools,
conditions, and (a set of) skills. Understanding the variety of approaches to
resilience is crucial for policy-making, as each of them requires different steps
to achieve resilience and criteria for evaluation. In the table below, you can see
examples of the different characteristics of each approach:
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Ecosystem Process Tools Conditions Skills

transnati
onal

Channelling
political conflict

Dealing with
polarities

Resilience as
a strategy

Cluster
spheres (e.g.
online
platforms)

Community
platforms

Context-
specific

Resilience
Vs
resistance

Consensus-
building

Forecasting

Psychological
analysis

Experimenting

Learning

Education

national

Multistakeholder
interaction

Collaboration

Communication

Preparing
psychologi-
cal support

Business
continuity

Sustainabil
ity

Awareness
of threats

society Community
engagement

Building
expertise for
support

Scaling up
capacities

AI

Secure social
media

Tools to
counteract
disruptive
tech

Solidarity

Trust

Psycholo-
gical
resilience

Admitting
trauma
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 Table 1. Dimensions of Societal Resilience

Source: Oksana Huss, based on participant contributions during the co-creation session
at the conference
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 Conference keynote address:
Dr. Yaroslav Zhalilo, National Institute for Strategic Studies (Ukraine)
The recording is available at the Kyiv School of Economics YouTube:
https://www.youtube.com/watch?v=UyuBaX5Ay74  

 Conference-related media coverage:
Södertörns Högskola (8 November 2023). Därför fungerar det ukrainska
samhället trots anfallskriget. https://www.forskning.se/2023/11/08/darfor-
fungerar-det-ukrainska-samhallet-trots-anfallskriget/ 

https://www.youtube.com/watch?v=UyuBaX5Ay74
https://www.forskning.se/2023/11/08/darfor-fungerar-det-ukrainska-samhallet-trots-anfallskriget/
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